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When you think of the billions of dollars organizations 
spend to protect their digital assets, it’s amazing that 
hardly a week goes by without news of a major security 
breach. We see not only more attacks, but larger, more 
complex and targeted incursions on organizations for 
financial gain (see Figure 1). Some enterprises face 
advanced persistent threats (APTs), a highly sophisticated 
form of malware that permeates the organization, mutates 
into variants, remains innocuous and undetected for a 
long time, and stealthily accesses and transmits corporate 
assets. The sought-after digital assets include intel-
lectual property (IP), trade secrets, and customer and 
financial data (see Figure 2). 

Organizations are having a tougher time mitigating 
security breaches, and the average financial impact of 
each breach on an organization is increasing (see 
Figure 3). What’s more, it’s becoming harder to keep 
these attacks out of the news. Often, clients or regulatory 
agencies require companies to disclose breaches; in 
other cases, attackers themselves distribute the pilfered 
information online. In many cases, the consequences for 

organizations can be devastating in terms of lost revenue, 
impugned reputations and financial repercussions. 

For example, an October 2013 attack on Adobe resulted 
in the theft of customer data from 38 million accounts 
and of valuable source code behind some of Adobe’s 
most widely used products, including Reader, Photo-
Shop and ColdFusion. 

Only two months later, in December 2013, Target Corpo-
ration confirmed that it suffered a massive security 
breach resulting in the loss of credit and debit card data 
on 40 million customers over a 19-day period. The data 
may have been harvested by malware affecting physical 
point-of-sale systems at nearly 2,000 Target stores. 

The immediate consequences for a company dealing 
with a customer data breach are severe and may include 
negative press, sales and stock price decline (at least 
immediately after the breach), the threat of lawsuits 
from customers and partners, and long legal investiga-
tions. When attackers gain access to the source code 

Figure 1: Deeper and broader security vulnerabilities seem to correlate with more attacks and malware

Sources: MITRE CVE; Symantec; Trend Micro; Bain analysis
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Figure 3: Security breaches are becoming more difficult and expensive to detect and mitigate

Sources: Trustwave; Ponemon Institute; Bain analysis
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Figure 2: Most attacks come from outsiders looking for financial gain

Sources: Symantec; Verizon 2011 investigations; Trustwave; Bain analysis
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of software products, they can find and exploit new 
vulnerabilities (so-called zero-day attacks) that could 
affect corporate and customer systems, data and devices. 

With stakes so high, CEOs and boards must begin to 
think about security in a new way. IT security—a task 
that could once be delegated to the IT staff—has become 
a top-level strategic issue because the consequences of 
failure can ruin a business. Any organization may be 
only a few hacks away from disaster. 

And yet, every organization that found itself on the wrong 
end of a security breach already had some form of cyber-
security in place. The names in recent headlines include 
banks, technology and media companies, retailers, 
research universities as well as security agencies—none 
of which are new to the game of protecting information. 
So how is it that they found themselves ill-equipped to 
deal with the rising tide of threats?

In our experience working with many leading enter-
prises on this important and sensitive issue, we see too 
many organizations that fail to align their IT security 
capabilities with their larger goals and appetite for risk. 
At some companies, business and IT don’t discuss 
emerging threats or the relative importance of different 
classes of digital assets. Not surprisingly, we frequently see 
disconnects between an organization’s risk-management 
efforts and the development of necessary cybersecurity 
capabilities. And too often, we see fits and starts, as 
teams take an inconsistent approach to security planning, 
operations and funding. Taken together, these mistakes 
create gaps in strategy and operations that leave the 
organization vulnerable.  

New challenges for cybersecurity

Cybersecurity has never been more essential, for at 
least four major reasons. First, companies have more 
digital assets than they did 10 years ago, and these assets 
are worth more than they were before. They include cus-
tomers’ personal, financial and transaction information; 
proprietary assets, including source code for products; 
automated business processes; sensitive communications 

with suppliers and partners; and other data. The security 
around these assets varies greatly depending upon the 
perceived (as opposed to the actual) financial and strategic 
value to the business, as well as the effectiveness of the 
security technologies and processes in place. 

What’s more, organizations are shifting to hybrid cloud 
architectures as they continue to adopt software, security 
and other solutions as services (SaaS, SECaaS and so on). 
Historically, digital assets were protected within the 
company’s data center, where it was easier to guard the 
perimeter and manage user access, authorization and 
authentication from known locations and devices. Today, 
corporate and customer data resides in the organization’s 
own data centers as well as public and private clouds, 
distributed across remote locations. While hybrid cloud 
architectures offer significant economic benefits, their 
adoption requires a more sophisticated approach to 
cybersecurity, including security management at the 
level of individual digital assets and integrated moni-
toring and management capabilities across the hybrid 
cloud environment.

Further complicating the challenge is the pervasive use 
of mobile devices by staff and executives. Corporate IT 
now has to manage the security of many more platforms 
and devices, some owned by the company and others 
that belong to employees who use them under bring-
your-own-device (BYOD) plans. A recent survey by ISACA1 
found that up to 66% of organizations will soon adopt 
BYOD policies, yet half of IT staff members remain 
concerned about the inherent security risks. To manage 
these policies effectively, IT organizations will need to 
provide ubiquitous security across many devices and 
comprehensively manage user identity and access to 
sensitive corporate data. 

Finally, compliance remains the most important cyber-
security driver, especially for companies in regulated 
industries or with contractual obligations. In a recent 
Bain survey, more than 75% of CIOs identified com-
pliance requirements as the main determinant of invest-
ment in IT security. Another recent survey of IT staff 
by ISACA found that outside of compliance obligations, 
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